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Hackers Using Weaponized PDF Files to Deliver Qakbot Malware
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Qakbot is a sophisticated banking trojan and malware that primarily targets financial institutions. This sophisticated malware steals sensitive information such as:-
	Login credentials
	Financial data

While hackers exploit Qakbot to conduct:-
	Financial fraud
	Unauthorized transactions
	Gain access to personal data
	Gain access to financial information

Qakbot malware returns after the “Duck Hunt” bust. Not only that, even Microsoft has found small-scale phishing targeting the hospitality sector since Dec 11, 2023.
  


Microsoft discovery of Qakbot resurface (Source – K7)
Though all these phishing emails are low now, researchers at K7 Security Labs affirmed to expect an email volume surge due to Qakbot’s history.
Cybersecurity researchers at K7 Security Labs recently discovered that hackers use weaponized PDF files to deliver Quakbot malware.













Free Webinar
Fastrack Compliance: The Path to ZERO-Vulnerability
Compounding the problem are zero-day vulnerabilities like the MOVEit SQLi, Zimbra XSS, and 300+ such vulnerabilities that get discovered each month. Delays in fixing these vulnerabilities lead to compliance issues, these delay can be minimized with a unique feature on AppTrana that helps you to get “Zero vulnerability report” within 72 hours.

 
Register for Free 
 PDF Files to Deliver Qakbot Malware
In a recent phishing campaign, researchers identified threat actors actively delivering malicious MSI files via PDFs. Further, the analysis uncovers a patched IDM DLL housing Qakbot, which is found to be using a custom packer. 
Besides this, unpacking the Qakbot DLL involves breakpoints on:-
	VirtualAlloc()
	VirtualProtect()

Initially, experts obtained the dump without the MZ header, and later, they identified it as Qakbot’s second-stage loader by adding the header manually. This technique helps the threat actors avoid EDR detection by avoiding MZ header scans.
  


Execution Flow (Source – K7)
In the new Qakbot campaign, security researchers noted AES encryption for victim info storage, yet the final payload retains RC4 encryption. The dynamic analysis discreetly exposes an MSI-installed temp file invoking rundll32.exe. 
The threat actor leveraging the PDFs self-copies the DLL as AcrobatAC.dll and then executes the Qakbot via EditOwnerInfo. 
The malicious DLL suspends the wermgr.exe (Windows Error Manager) as part of the kill chain. Besides this, the experts also extracted the Qakbot payload by dumping the PE file from the suspended wermgr.exe, which reveals the use of process hollowing.
Qakbot pretends to be wermgr.exe and tries to establish a covert C2 connection, however, the C2 which is inactive during analysis stops the further malicious actions.
IoCs
  


IoCs (Source – K7)Looking for cost-effective penetration testing services? Try Kelltron’s to assess and evaluate the security posture of digital systems – Free Demo
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Cyber Security NewsNigerian National Pleads Guilty for Hacking Business & Individual Emails

 Henry Onyedikachi Echefu, a 32-year-old Nigerian national, has admitted to his role in a...
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Cyber Security NewsMITRE Releases Aviation Risk Identification and Assessment Software Program

The Massachusetts Institute of Technology's (MITRE) Aviation Risk Identification and Assessment (ARIA) software program...
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Cyber AttackChinese Panda APT Hacking Websites To Infect Windows And MacOS Users

Evasive Panda dubbed BRONZE HIGHLAND and Daggerfly, a Chinese-speaking APT group operating since at least...
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Cyber CrimeUAC-0050 Hacked Thousands Of Emails To Launch Malspam Attack

Threat actors target email addresses, as they provide a way to access personal and...


March 8, 2024 




Cyber Attack100% Surge in Malicious Emails Bypassing Secure Email Gateways

The frequency of malicious emails successfully circumventing Secure Email Gateways (SEGs) has doubled in the past year.This surge highlights the...


March 8, 2024 




Cyber Security NewsEx-Google Engineer Arrested for Stealing AI Tech Secrets

An Ex-Google engineer has been arrested for stealing trade secrets, particularly those related to...


March 8, 2024 




Cyber Security NewsZama Raises $73M in Series A Led by Multicoin Capital & Protocol Labs for Fully Homomorphic Encryption

Company Open Sources FHE Libraries to Build Privacy-Preserving Blockchain and AI Applications for the...
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Tushar Subhra DuttaTushar is a Cyber security content editor with a passion for creating captivating and informative content. With years of experience under his belt in Cyber Security, he is covering Cyber Security News, technology and other news.
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Live Account Take Over Attack

Live Webinar on How do hackers bypass 2FA ,Detecting ATO attacks, A demo of credential stuffing, brute force and session jacking-based ATO attacks, Identifying attacks with behaviour-based analysis and Building custom protection for applications and APIs.
Book Your Spot
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Cyber Security Tools


The newly added section, Cyber Security Tools, offers a comprehensive collection of security tools necessary for security professionals.This collection has been thoughtfully designed to provide a convenient one-stop solution, saving you the trouble of time-consuming searches for the right tool.Security professionals can improve their workflow and work more efficiently with instant access at their fingertips.We have categorized the Cyber Security Tools based on their functionalities and impact level for a clear understanding.






Endpoint Tools











SpyShelter
Extra Protection, Not an Antivirus








Wicar
Test Your Anti-Malware Anti-Virus








Ransomware Risk
Ransomware Risk










Security Preview
Internet Threat Exposure Analysis








Alien Vault
Go Thread Hunting on your endpoints








Grabify
Track clicks on your URL










DNS Tools










Where Goes
URL Redirect Checker








DomainTools
Whois Lookup








DNSDumpSeter
find & lookup dns records










Whatsmydns
Whois Lookup








DNS History
Largest archive of DNS records








DNSlytics
Reverse IP










MX Tool Box
MX Lookup








Security Trails
DNS Records








DigWebInterface
DNS Dig










Email






Dehashed
Retrieve Passwords from Domain








OSINT Industries
DNS Records








hibp?
Check if your email or phone is in a data breach










Phishtool
Forensic email analysis & incident response








hunter
Connect with any professional








Phishtank
Join the fight against phishing










Phonebook
Retrieve Emails from given Domain








Epieos
Retrieve information linked to an email address








MX Tool Box
Email Header Analyzer










Attack Surface






Security Trails
Attack Surface Intelligence API








SOC Radar
Extended Threat Intelligence








PhoneBook
List all Domains










Onyphe
Cyber Defense Search Engine








Censysy
Intelligence Search Engine








Shodan
Search Engine for the Internet of Everything










IntelligenceX
Search Engine and data archieve








FullHunt
Secure Your Attack Surface








Shadow Server
Network Reporting










Gery Noise
Asset Search Engine








Zoom Eye
Intelligence Search Engine








CriminalIP
Intelligence earch










Authentication






2FA Directory
Check if MFA/2FA is Supported








Crt
Certificate History Search Engine








BCrypt
Analyzing and Encoding Data










Active Directory






Ping Castle
Get Active Directory Security






Purple Knight
Active Directory security assessment community tool








BloodHound
AD and AAD Complex Attack Path Audit






CrowdStrike
Reporting Tool for Azure








HardenAD
Secure infrastructure in minutes










Candies






Coalition Control
Control your cyber risk in minutes








Metacrawler
Aggregates in Search Engine








Grep App
Search across a half million git repos
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Join 70,000 Security Professionals
Stay safe online with free daily cybersecurity updates. Sign up now!
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GBHackers on security is a highly informative and reliable Cyber Security News platform that provides the latest and most relevant updates on Cyber Security News, Hacking News, Technology advancements, and Kali Linux tutorials on a daily basis. The platform is dedicated to keeping the community well-informed and up-to-date with the constantly evolving Cyber World.
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